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About this Guide

This Installation and Data Migration Guide aims to provide the details on the
installation of ESDA for System Administrator or any staff member authorised to install and
manage ESDA. System Administrator can get installation and data migration instructions, and
information on post-installation and post-migration testing for ESDA v5.0.x in this guide or
through the self-learning videos on the ESDA webpage (https://www.edb.gov.hk/en/sch-
admin/sch-quality-assurance/performance-indicators/esda/self-learning.html).

Contact us

Education Bureau (EDB) welcomes schools to share with us their opinions and good
practices in using ESDA. Please contact the Indicators Section of the EDB to express any views
and suggestions, or to share experiences by phone, fax or email.

You can contact the Indicators Section of the EDB by the following methods for
enquiring about the technical problem of ESDA.

e Telephone: 2892 6577 / 2892 6476 / 2892 6544 / 2892 6507
e [Fax: 21199074
e Email: indicators@edb.gov.hk

Note: For enquiries by email or fax, please state the technical problem encountered, school
name and contact person with phone number.
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Chapter 1 Introduction to Installation and Data Migration
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Chapter 2 Pre-Installation Preparation and Checking

2.1 “ESDA v4.6.0” System Update

System Administrator may update the ESDA system to its latest version by an auto-update
function. If the existing ESDA system does not have the auto-update function (e.g. version 4.4
or below), System Administrator should contact the Indicators Section of the EDB for enquiry.
Besides, System Administrator should complete the following tasks before the system upgrade:

e Schedule a suitable timeslot for the updating (e.g. after completion of all
outstanding surveys)

e Complete a full backup on the ESDA system and data

e Print all survey reports and save all softcopies (if applicable)

e Prepare for roll back procedure (in case the upgrade task fails)

e Upgrade to v4.6.0 and verify if it is completed successfully

2.2 “ESDA v4.6.0” System Health Checking

System Administrator should run the health check, which check for the required system
tools and resources. System Administrator may run the following steps:

1) Login ESDA v4.6.0 as “admin”.
2) Mouse over “System Tools” and then click “System Setting”.
3) Click “System Health Checking”.

-

Password Length 3 (Min) 16 (Max)
Administrator
Teacher

Can Change Password Student
Parent
Others

+ Al updated packages can be downloaded in the ESDA website Chitpiifesda.edb.gov.hk)

+ Advanced Svstem Sefting

» Systemn Health Checking

4) On the health check page, verify the following:
v' There is sufficient free disk space. Free space of more than 10GB is suggested.
All status is [OK] instead of [Failed]
Java version is “1.6.0_45”
Database structure is [OK] instead of [Table Structure Checking]...[Failed]

ANENERN

Page 6



ESDA v5.1.x Installation and Data Migration Guide

apasolevelmapping | UK |
apasoolddataimportedrecord [OK]
apasogquestion [OK]
apasoquestion_new [OK]
apasoquestion_new [ 1...[Failed]
apasoraschmap [OK]
apasoresponse [OK]
apasoresponseanswer [OK]
apasoscale [OK]

apasosubscale [OK]
apasosurveyopton [OK]

v Checking Connection to EDB is [Connection OK]

Checking apache...
- Yersion: Apache/2.0.52 {(Win3z)

Checking PostESR Server Address.,..
postesr.edb.gow. bk, [ O]

Checking PostESRE Server Connechion...
postesr.edb.gow. bk, [Connection QK]

Checking Folder Z:%Program Fileshesdasdatadir/patchy availability. ..
Successfully created folder C:%Program Fileshesda/datadir/patchy/ [Repair OK]

Note:

Please make sure all the status is [OK] instead of [Failed] before data migration.

2.3 “ESDA v4.6.0” Database Backup

System Administrator should back up the ESDA directory, e.g. “C:\Program
Files\ESDA”, to a backup device (e.g. external hard disk). System Administrator can check
the installed directory from the following interface and launch the backup procedure:

System Information

System Version esda v.4.5.7

System Platform Windows

System Support Email indicators@edb.gov.hk
Backup File Directory d:\esda\db‘\backuplog
Installed Directory d:\esda

Generate Backup File

Generate database backup file

Restore backup

Administrator password ‘ ‘ (Required)

Database backup log (Latest 10 files)

» Mouse over “System Tools” and then click “System Backup Procedure”.

» Check the “Installed Directory”.

» Click “Generate” to generate the database backup. A backup file will be generated with
the format of file name as “ESDA-patch_level-YYYY-MM-DD-hhmmss.sql”.
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2.4 “ESDA v4.6.0” Directory Backup

»  For complete ESDA directory backup, stop the ESDA service and then copy the
installed directory (e.g. C:\Program File\ESDA) to a backup folder (e.g.
d:\esda_backup) or a backup device.

Note:

System Administrators must stop the ESDA system before running the backup tool, and start
the system again after the backup process is completed.

To stop ESDA service: run “c:/program files/esda/installer/serverStop.bat” in
ESDA v4.6.0 server
To start ESDA service: run ‘“c:/program files/esda/installer/serverStart.bat” in
ESDA v4.6.0 server

» If ESDA is installed at “c:\Program Files\ESDA”, two directories (“c:\Program
Files\ESDA\db\backupLog” and “c:\Program Files\ESDA\mysgl\data’) must be
properly copied. The first directory (i.e. “c:\Program
Files\ESDA\db\backupLog”) is the backup data directory. The second directory
(i.e. “c:\Program Files\ESDA\mysql\data™) is user data directory. All Surveys
and Survey Items are stored in MySQL database.

2.5 Download Installation and Data Migration Tool

1) Login to the Windows Server as an Administrator or as a user with administration
rights.

2) Launchabrowser and visit the webpage with the URL https://www.edb.gov.hk/en/sch-
admin/sch-quality-assurance/performance-indicators/esda/download.html for downloading
the full ESDA installation programme (esda-v5.0.x.exe) and data migration tool to your
computer.
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Recycle Bin

esda-v5.0.x

2.6 Checking Hardware Configuration of System

To ensure a stable performance of ESDA v5.0.x, the following configurations are suggested
for the system.

Basic Requirements Suggested Requirements
Processor 2 core 64-bit (x64) processor 4 core 64-bit (x64) processor
Memory 4 GB RAM 16 GB RAM
Harddisk 128 GB 512 GB
Network Support TCP/IP network with a Support TCP/IP network with a
Configuration static IP address static IP address
Operating System | Windows Server 2016 or above Windows Server 2019 or above
Supported Google Chrome version 87 or | Google Chrome version 87 or
Internet Browser | above above

Opera version 61 or above Opera version 61 or above

Safari version 14 or above Safari version 14 or above

Edge version 46 or above Edge version 46 or above

Firefox version 86 or above Firefox version 86 or above

Adequate system requirements depend on how to conduct surveys by schools. For example,
the “Suggested Requirements” above can support students in a year level (almost 200
students) to complete an online survey simultaneously. Schools are suggested to use a faster
processor and spare more memory if it is planned for more students to complete an online
survey simultaneously.

In general, schools should install ESDA v5.0.x on Windows Server 2016 (or its latest
version).

Notes
1) Before installation, please ensure that “Port 443” is available. If the "Port 443" is
used by another application, please close that application for installing ESDA v5.0.x.
If the “Port 443” is set for other uses of the server, System Administrator may refer
to the Appendix 1 for setting up ESDA with other ports.
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2) Before installation, please set the ESDA v5.0.x system recommended browser as the
default browser of the server.
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Chapter 3 Installing ESDA
3.1 ESDA Installation

1) Double-click “esda-v5.0.x.exe”. Select “l accept the agreement” and click “Next”.

cly Setup - ESDA version 5.0.0 - X

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation.

"*Important Note™*

This package run JAVA on IIS; if you have deployed other web site in this server, stop now and take
care.

Build version: 5.0.2

Copyright () 2022, Education Bureau (EDBE) All rights reserved . End-User License Agreement

‘fou may not copy, modify, sublicense, or distribute the Program except as expressly provided under
this License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and
will automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such
parties remain in full compliance. DISCLAIMER. OF WARRANTIES

YOU AGREE THAT EDE HAS MADE NO EXPRESS WARRANTIES TO YOU REGARDING THE SOFTWARE
AND THAT THE SOFTWARE IS BEING PROVIDED TO YOU ™AS IS™ WITHOUT WARRANTY OF ANY
KIND. EDE DISCLAIMS ALL WARRANTIES WITH REGARD TO THE SOFTWARE, EXPRESS OR IMPLIED,
INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF FITNESS FOR A PARTICULAR w
DI IDDASE MEDTHANTARTI TTY MED/CHARMTARIE ALIALTTY AR MAORMTMED TRCEMENMT AF THTIDN.LDADTY

@ 1 accept the agreement
(D1 do not accept the agreement

2) The ESDA v5.0.x will be installed in a default folder, click “Next”.

Note:

System Administrator can change the destination folder by clicking the “Browse ”
button.

cla Setup - ESDA version 5.0.0 - x

Select Destination Location
Where should ESDA be installed?

| E‘ Setup will install ESDA into the following folder,

To continue, dick Mext. If you would like to select a different folder, dick Browse.,

Browse...

At least 696.6 MB of free disk space is required.

Page 11



ESDA v5.1.x Installation and Data Migration Guide

3) Click “Install” to start the installation.

cly Setup - ESDA version 5.0.0

Ready to Install
Setup is now ready to begin installing ESDA on your computer,

Click Install to continue with the installation, or dick Back if you want to review or change any settings.

Destination location:
C:\esda_new

4) Installing ESDA v5.0.x.

gls Setup - ESDA version 5.0.0

Installing
Please wait while Setup installs ESDA on your computer.

Extracting files...
Cilesda_new\SQLEXPR _x64_EMUN1033_ENU_LP\xEN\Setup\x64\MSOLEDBSQL.MST
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5) Installing the MSSQL.

T SO0 Server 2019 Sebup

Install Setup Files
¥ % ugedabe for SO Server Sehup s found and spacfied to be incluced. e updzbe wl ke nstaled

licetall 5o bup Files

wstaion g —
lace ke
feandne prcct updatee I Ermgraes
Dezesrdirad Sebup fiks Mot staited
Extract S filer Mok earted

Irestal ] b fibzs Mot saried

6) Click “Next” when the installation is completed.

¢y Setup - ESDA version 5.0.0

Information
Please read the following important information before continuing.

When you are ready to continue with Setup, dick Mext.

ESDA 5.0.0 URL: https: flocalhost/schoal

Please read the manual if need to setup the ssl certificate.
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Note:

If ESDA v4.x.x is detected on the same server during installation, ESDA v5.0.x will

be registered automatically.

chy

Information
Please read the folowing important information before continuing.

When you are ready to continue with Setup, dick Next,

ESDA 5.0.0 URL: hitps: | focalhost/school

Please read the manual if need to setup the ssl certificate.

Setup b4

0 Registration Successful

©

7) Click “Finish” to close the installation programme.

£ Setup - ESDA werisan 500 -

Completing the ESDA Setup Wizard

Setup has frished rstaling ESDA on your compuber

Chck Firish 1o sxrt Sefup,

8) Restart the Windows Server after the installation is completed.
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Chapter 4 Testing after Installation

4.1 Login Test

1) Login as an Administrator to the Windows Server where ESDA v5.0.x is installed.

2) Launch a supported browser (e.g. Google Chrome, Mozilla Firefox, Microsoft Edge, etc.)
to “https://127.0.0.1/school” or “https://<IP address or domain name>/school”.

3) Login as a System Administrator to the ESDA v5.0.x system.

'BREREMAR ., REETFFS

E-platform for School Development and Accountability(ESDHA) Welcome to

ik 'REERARR, RRRTFRE
i I-ploform for Schocl Developmend
¥ oed accountabilty (ESDA)

School Login Platform &

fervaluation dats,
iy [SHS),

lated datas reparts, Pa |
SF ancl alleviating

1
teachers' ran ad.

Wersion : 5.0.2 Technical Sugpord

Please nole thal when handling personal dista, you should abide by the

“Personal Data (Privecy) Ordimance”.
For details, pleae vicit the website of the Office of the Privacy Commissioner Mnte: The survey i conducted in an
for Personal Data at : hitps.Aswny, popd.org bl index himl NONYMoUs Manner.

Note:

If ESDA cannot be accessed after installation, please check again whether the port
used (e.g. default port 443) for ESDA v5.0.x is available. Please refer to Appendix 3 for
details.
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4.2 Login by Default User Account

The default username of a System Administrator account is admin and the password is
P@sswOrd. For security reason, please change the password of the default administrator
account at once. Besides, all the user passwords used in ESDA v4.6.0 or before are not
applicable for ESDA v5.0.x system. The System Administrator have to use the “Reset User
Password” function in the “User Management” Module to assist all users in setting the
passwords applicable for ESDA v5.0.x system. For details, please refer to Section 3.8 of the
Operation Manual.

1) Click “admin” and then click “Change Password”.
2) Enter the “Old Password” and “New Password”, and then click “Confirm”.
3) The new password would be effective from the next login.

E-platform for School Development & Accountability (50A) The Selected School Year :

® St Crersime

Change Password

Old Passwiord 'ﬂ
Mew Password 'ﬂ
Contirm Passwiord 'ﬂ

= Canes &2 Canlmm

4.3 System Registration

System Administrator have to complete the registration for ESDA v5.0.x before using any
functions in the system. System Administrator should obtain a registration key from the
Indicators Section of the EDB for system registration so that the ESDA system could start
be used. If the ESDA v4.6.0 and ESDA v5.0.x systems are installed on the same server,
ESDA v5.0.x will be registered automatically. Ifthe ESDA v4.6.0 and ESDA v5.0.x systems
are installed on different servers, please send an email to the Indicators Section of EDB
(indicators@edb.gov.hk) to request a registration key and follow the steps below for system
registration.

1) Mouse over “System Tools” and then click “System Setting”.

2) Select the school level in “School Level” section.
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3) Enter the registration key.
4) Click “Register”.

Note:
The registration key of ESDA v4.x.x is not applicable to ESDA v5.0.x.

School Badge Upload

[a=] =]

D Ugpksas
System Registration

100 Lewel

4.4 System Update

Please conduct a system update after the registration of ESDA v5.0.x.
1) Mouse over “System Tools” and then click “System Update”.

2) Switch on the “Maintenance Mode”.

System Update

Maintenance Mode

3) Click “Update” in the Online Package List section. “Updating” will be prompted when
the system update is started. It takes about 15-20 minutes.
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k-platfiarm for schoal Development & acooantahility (58]

il

1.‘ ECURARE HANTEH - : AT les Texloioe k¥ 5B @acmine
e ¥ E-phafzam iz 50 vacd Cevardop T

e m

F Sy T P Systern Update

L R LY TELL T ELRLE e

e Plain e Moo
1 g

0 Plesacn sadnch o tha Mantanan Weedi Fafon

O | 5o cowrlead CHfl ne Dals oo
W The lavess v oo ive e all hisiical sersicg

Rrdiis: fime Desiripitiv Artian

Tt ke o1Es P06 16 LEIENE

4) Switch off the “Maintenance Mode” after the system update is completed.

& System Updab= «

System Update

Srreen (0 mpslam-yesisie- 000

Maintenance Mode ) o Tin

The  currenl sysbem is im0 ils
O Flease switch to the Main

enance Mode before updating the data package. Wlaintenaace Mode'

2 Import Offline Liata Package

O Link 1o download Offline Data Package

O The latest version includes all histosical warsons
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Chapter 5 Data Migration
5.1 “ESDA v4.6.0” Database Connection Test

To ensure the ESDA v5.0.x server is able to connect with the database of the ESDA
v4.6.0 system, System Administrator should run the following connection test before
performing the data migration:

1) In the server of ESDA v5.0.x, run the “Windows PowerShell” as an Administrator.

. Windows Administrative |

B Run as Administrator
. Windows Ease of Access
B windows Powershel

£ Windows PowerShell

Windows PowerShell (x86)

= Windows Security

l Windows System

o M EeF 8

2) In “Windows PowerShell”, execute the following statement “Test-NetConnection [IP
address of the server of ESDA v4.6.0] -port 3306”. If ESDA v4.6.0 system and ESDA
v5.0.x system are installed on the same server, please use 127.0.0.1 as the IP address of
the ESDA v4.6.0 server. (e.g. Test-NetConnection 127.0.0.1 -port 3306).

ey Select Administrator: Windows PowerShell (x86) \;E-

2014 Microsoft Corporation. A1l rights reserved.

E¥H Test-NetConnection 127.0.0.1 -port 3306

0.1

13
pback Pseudo-Interface 1
0.1

cpTestSucceeded

PS C:\Windows\system32x

3) Make sure the “TcpTestSucceeded” is “True”.

4) 1If “TcpTestSucceeded” is “False”, please check again whether the port 3306 of the
ESDA v4.6.0 system is not opened yet or blocked by firewall such as Windows Firewall,
firewall of the Antivirus software or other firewall software installed in the server.
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5.2 “ESDA v4.6.0” Domain Name System (DNS) Settings

If ESDA v4.6.0 system and ESDA v5.0.x system are installed in the same server, please
skip this section and read section 5.3 direct. If ESDA v4.6.0 system and ESDA v5.0.x system
are installed in different servers, and cannot find the host name of the ESDA v5.0.x server
through DNS, please add a new entry for the mapping between the host name and the IP
address of the ESDA v5.0.x system (e.g. 10.10.10.1 newesda, if the host name is newesda
and the IP address is 10.10.10.1 for the ESDA v5.0.x system).

hoats - Noteasd
Flz Bl Fursd Vo Hep
g Copyright (o) LO93-2083 Mlerosoft Cors.

# Tels 45 g seaple WOSTS Tile used by Microsoft TOPSIP Tor Hindows

ontaine the wappings of [P sddresses to host nemss, Esch
L - Id ba Mept of an Lrdividual Line. Tra IP wddess seould

in the first coluen fnllowd By ¥5e corresponding Bost nams.
sddepss and the hoot nawe should be separabed by 2T loast one

1y, leuch az o iy B tai i
& linss or ulloving t5s mechine neme denctsd hy & 4" symhol.

5.3 Performing Data Migration

1) Login to the server where the ESDA v5.0.x is installed as an Administrator or as a user
with administration rights.
2) Put the Data Migration Tool on the Desktop of the server and extract the file.
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3) Run the Data Migration Tool as an Administrator.

» Data Migration Tool

MName Date modified Type
app 23/5/2022 10:43 AM  File folder
piatioms 23 0 M Eils folda
Data Migration Tool 20/5/20, AM  Application I
: [ Data Migration Toel 20/5/2 A lcon
|| packager.dll 20/5/2022 %32 AM  Application extens...

axe
Open

3[ Q Run as administrator I
Troubleshoot compatibility
Pin to Start

Note:

To ensure data consistency, before performing data migration, please confirm that no user
will input data into ESDA v4.6.0 system.

4) Please read the notes of data migration and confirm all items in pre-migration checklist
are done, and then click “Next”.

% ESDA Data Migration Tool (from v.4.0 upgrade to 5.0x)

Welcome to use ESDA Data Migration Tool

- o X

Preparation for ESDA Data Migration:

Current ESDA (Version 4.5.6 or older)

1. Upgrade current ESDA version to version 4.6.0
Procedure: System Tools > System Update

2. Run System Health Checking function

Procedure: System Tools > System Setting

3. Backup current ESDA

Procedure: System Tools > System Backup Procedure

Upgraded ESDA (Version 5.0.x)

1. Installed Upgraded ESDA system

Reference: https://esda.edb.gov.hk/

2. ESDA has already registered by registration key
Procedure: System Tools > System Setting

Procedure: System Tools > System Update

4. Backup Upgraded ESDA
DPracadura: Sustam Taol tam Racly

3. System Update Upgraded ESDA version to latest data package

5) Please read and confirm all data migration items, and then click “Next”.

&7 ESDA Data Migration Tool (from v.46.0 upgrade to 5.0)

Welce

o use ESDA Dats

n Tool

- o

X

1. School information data migration
3. SHS data migration (From 2008 to now)

4. KPM data migration (KPM2008/KPM2011/KPM2015)
5. APASO Il data migration

7. Data submission data migration

Migration Items as below: (All data captured from current ESDA v4.6.0

2. User data migration (All teachers, students, parents and other)

6. Online survey data migration (Post-ESR, Post-Fl and others)
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6) Please input the IP address of the ESDA v4.6.0 system server, if the ESDA v5.0.x is
installed on the same server, please keep the IP address as “127.0.0.1”, and then click
“Start to migrate all data”.

BT T Ry ok Bl P e AT ope iwd s e TR L} ks

Flegas sriler corenl B0 1T adideses

13701

Note:

If an error message “Connect MYSSQL database fail, please check the IP and try
again” is shown after clicked “Start to migrate all data”, please check whether the IP
address and the network configurations are correct (e.g. open the port in firewall or
antivirus software), and perform the connection test according to section 5.1.

If ESDA v4.6.0 system and ESDA v5.0.x system are installed on different servers,
please confirm the database and DNS settings have been updated according to section
5.2.

7) The data migration is in progress. Please do NOT close the window until the data
migration is completed.
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8) Data migration is completed.

Daone

Data migration is started
_'\l L ESDA Data Magration Tool {from v.4 6.0 uporade to 5.0

1.Prepare data migration (f 2)
| ESDA dats migration is cormpleted

2 School information data |

|
3.KPM data migration (KPN
4SHS data migraticn (Fror

5APASO Il data migration [ ok '

9) Please review the result of the data migration. If the data migration is completed
successfully, “Data migration success.” will be shown.

¥ | ESDA Duta Migration Tool (vom v.4.6.0 upgeadke 1o 50 O X
—_—

Oone

Migration Report:

Comparison of data volumes before and after data migration

Class Level Data Migration : [Old records: 7 / New records: 7] [Pass]

Class Data Migration : |Old records: 33 / New records: 33} [Pass)

Survey Management Data Migration : [Cld records: 71 / New records: 71] [Pass]

Survey Management Mapping : [Old records: 9769 / New records: $769] [Pass]

User Data Migration : [Old records: 4779 / New records: 4779] [Pass)

User Mapping Data Migration : Cld records: 26816 / New records: 26816] [Pass] l
KPM Data Migration [Old records: 1080 / New records: 1080] [Pass]

SHS Data Migration : [Old records: 159835 / New records: 159835] [Pass)

APASO Il Data Migration : [Old records: 122047 / New records: 122047] [Pass)

Online survey Data Migration [Old records: 4 / New records: 4] [Pass]

Online survey Mapping [Old records: 17 / New records: 17] [Pass]
Online survey Result :  [Ofd records: 12980 / New records: 12960] [Pass]

k)a:a MIGraton success, I
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5.4 Ask for help

If you encountered any error during the data migration or the data migration failed.
Please contact the Indicators Section of the EDB.

¥ ' ESDA Data Migration Tool (from v.4.6.0 upgrade to 5.0.x) == [m] X

Welcome to use ESDA Data Migration Tool

An error has occurred!

Error message:
Error In Migrate SHS Data

Solutions:

1. Please double check Old ESDA IP address and firewall setting.

2. Click "Retry” button and then try again.

3. In case of failure again, please contact the ESDA technical support and send the data migrz

About Support:
For enquiries on the technical problems of ESDA, you can contact the Indicators Section of the

Tel: 2892 6577 / 2892 6476 / 2892 6544 / 2892 6507

Fax: 2119 9074

Email: indicators@edb.gov.hk

Note: For enquiries by email or fax, please state the technical problem encountered, contact pe

Retry

# ' ESDA Data Migration Tool (from v.4.6.0 upgrade to 5.0.x) - ] ®

Data migration Finished.

Migration Report:

Comparison of data volumes before and after data migration

Class Level Data Migration : [Old records: 6 / New records: 6] [Pass]

Class Data Migration : [Old records: 36 / New records: 36] [Pass]

Survey Management Data Migration : [Old records: 63 / New records: 63] [Pass]
Survey Management Mapping : [Old records: 25548 / New records: 25548] [Pass]

User Data Migration : [Old records: 10496 / New records: 10496] [Pass]
User Mapping Data Migration : [Old records: 26914 / New records: 26914] [Pass]
KPM Data Migration : [Old records: 325 / New records: 325] [Pass]

SHS Data Migration : [Old records: 258757 / New records: 258757] [Pass]
APASO Il Data Migration : [Old records: 0 / New records: 0] [Pass]

Online survey Data Migration : [Old records: 27 / New records: 27] [Pass]

Online survey Mapping : [Old records: 106 / New records: 105] [Fail]
Online survey Result:  [Old records: 299975 / New records: 299975] [Pass]

Data migration Fail. I
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5.5 Frequently Asked Questions

551 Duplicated school year record is found

If an error message “Duplicate School Year Found” is shown during the data migration,
it implies that more than one records exist in the same school year in ESDA v4.6.0 (as
shown in the figures below). Therefore, the data migration will not proceed.

# ' ESDA Data Migration Tool (from v.4.6.0 upgrade to 5.0.x) - (m] X

Welcome to use ESDA Data Migration Tool

An error has occurred!

Error message:
Duplicate School Year Found:2020-21

Solutions:

1. Please double check Old ESDA IP address and firewall setting.

2. Click "Retry” button and then try again.

3. In case of failure again, please contact the ESDA technical support and send the data migré

About Support:
For enquiries on the technical problems of ESDA, you can contact the Indicators Section of the

Tel: 2892 6577 / 2892 6476 / 2892 6544 / 2892 6507

Fax: 2119 9074

Email: indicators@edb.gov.hk

Note: For enquiries by email or fax, please state the technical problem encountered, contact pe

¢ >

Retry

-platform k.l Ll LN ¢ L AR
.M e e‘" School/Developmentla)

T —

School

FESDA S
‘“_“«‘ BRIR BFEE aseE HIREA BEGES fsiER £
| O 2018-19 KPM2015 APASO-II
2019-20 KPM2015 APASO-II
2020-21 KPM2015 APASO-II
2020-21 KPM2015 APASO-II
2021-22 KPM2015 APASO-II

School may follow the procedures below to delete all survey and KPM items of the
duplicated school year, and perform the data migration again.

1) Login to the ESDA v4.6.0
2) Mouse over “System Tools” and then click “System Setting”.
3) Click “School Year Setting”

4) Select the duplicated school year and then click “Save”.

2018-18 KFMZO15 APASD-LI ]

2010-20 KFM2015 APASO-LI ]

2020-21 KEM2015 ARRSO-1
E 2020=21 HEMZNO15 APASTI=TT

20z1-22 HKFMZDLS &FASO-[I -]

T E R e e 2 B EE

5) Repeat step 2 and step 3 to access “School Year Setting”.
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6) Use “Delete All Currently Published SHS” and “Delete All Currently Published

APASO Questionnaires” functions to delete all survey and KPM data
. mran EERIOS ApRsO-N
201E-12 FPMZ0LT AMEE0-[0 ]
Flh R KHHIO1S AEARLU L [~}
20zn-z1 FFHIOLT ER&E0-TT -]
w 2020-21 KPMIDIS APASO-L
_ nF-F7 ERRINOI= RpRSO-N
| ez 0 ETE TR R T
Note:

When deleting the duplicated school year record, please check carefully and avoid
deleting non-duplicated data by mistake.
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Chapter 6 Post-Migration Checking

6.1 Login Test

1) Login as an Administrator to the server of the ESDA v5.0.x system.

2) Launch a supported Browser (e.g. Google Chrome, Mozilla Firefox, Microsoft Edge
etc.) to “https://127.0.0.1/school” or “https://<IP address or domain name>/school”

3) Login as an Administrator to the ESDA v5.0.x system.

'EREREARE ., BRETES

E-platform for Schoo! Development and Accountability(ESDA) WELC:S;\G 0

VA CPRRRANK ., N7 e
E-plotioem for School Develcpman!

&a v o Accoustobilly (£504)
-
‘ EI Eﬂ ll " nﬂﬂ School Login Platform @

ESDA & used by cboois 10 tollect ond mariage 2ofl-evaluation dats,
elading This adminasTretion af o-line Stakanoktes Survmy (S55)
assosEng students’ affective and ool ouscomes, performing
aratyse of data colinctad and potishing e 1eiated data reporis,
thur promotng thew cfficioncy in conducting SSC and alicviating
Tepdines’ warkom!

Viersion : 5.0.6 Technical Support

Faase note that when handling personal data, you stoald abicde: try the

*Personal Data (frivacy) Regulations”.

for dmﬂ:f«:se visit the wobsite of the Cffice of the Pivacy Commissiones Nota: | he survey is conducted in an
for Personal Daty at ! hitgs/Aww pepd.org hidcades litm| ENOMYMOUS Manner.

6.2 Class Level Checking

Please check the class level records (“User Management” > “Class Level Management”).

Class Lewvel Management S I e

Clams Lewel Code English Name Thires Kyme Stabus

1) 5l 5l Mol & R
&2 £+ s Moemnal & B
&3 1 Al Mure=al L B
= i ™ Mormal & Edie
o] 55 5% Mowmnal & Bl
] ] 55 Poessal £ Bl
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6.3 Class Checking

Please check the class records (“User Management” > “Class Management”).

Class Management

[ - . B

i 7 1 I

A L4 15 3 forma
1 1 13 1 1
i 1 3 dorTra

) 1 10 I i
A, £ = ] ol
B 52 1 i
5 Howrma

6.4 User Checking

Please check the user records (“User Management” > “User Management”).

it-plagtorm for School Desstoprient & Accou niakdl Ry JESDW) Thi: Sekeched School Year _

STREATH  HAE ST = [+ T
v b s Brerinpare
Gyome Dveview noat ichoc] Pelamueos Veenssnssns Te - m
User Management

U Tz Gieap Lz M SHalu d @ m

1t
m i 5 H=saan ok T Tind 1
¥ hes I
bt T I ] T by I
b T | Ty 4365 e P v
wher ddez 0 Tescher P
f -. ) Tande i P 4
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6.5 Survey checking

Please check the survey records (“Survey Management” > “Survey Management”). Itis
suggested that different school years should be selected for the checking.

1 Selected School ear

L platform far School Bevelepment & Accountahility (510

Gl CBARNARR; DEEETE = ! Tes 5ivn gl EEE kadeine
Survey Management Spmnan O SETAY TLATEmT (G
Juestionnalre lype Mgde

& Lot Monagoment

ey Menaname

Bamrvrey il Sher ] Tuwd el Marsprearvas feale

O Publkeh Sunry M tertanl
Zrabkchakder Tk 2020 05 70 - A ~ B L : )
e — P cacrenfblamsd] o [P T Cffine Date brpert
Futclr ool Lo
fr T @ st Parerl 00620 - - Puveilfoncdan] 71 1“"_‘;._' SAL i
humstiornasie Uusshornare - ,_'l M O Cala e

6.6 Report Checking

Please check the report data related to Key Performance Measures (KPM), Stakeholder
Survey (SHS) and Assessment Program for Affective and Social Outcomes Il (APASO 11).
It is suggested that same criteria should be used to generate reports in ESDA v4.6.0 and
ESDA v5.0.x respectively for comparison and checking.

£ 2 Mol seare | eV 1 WAL g 1l = o W ¢ !

et B Ao ntatelity (LS50

R EEANE ., REN T = ﬁ R A
{ * e e & b Erusiog wor
L ———

e i ey i e | [ e ] [ v PR

e M| 5Hs Repart

A Spunv Taok Hepot Ivps Fasrall A port
& L Harsgerand E Sembehndier Sarsey Tanchar

Yeed 2020-21

B FopadT WG pagaa il

B Cuiauzroue
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6.7 Data Submission Checking

Please check the data submission records (“Data Submission” > “Preparation for
Submission”).

L LTt
Da~ve corwrt

B Ephrts
¥ bt

The Splacta

Toeet sime gl EEE & onio-

frrman

1. ARt tresank =ckoal

2. Shader, Queslivreidgics

1 Parenil Quwslivnmain

4. leachor Cuestannaine

L8 <oy Ferfarmance Measurcs
PRl

F. KPR Mt

. sl siamnizsion Dale

014 15

Lompleted
Campleted
Campleted
Cunpletid

Crmpletsd

p-Th-12

Lomplebed
Campkebed
Camplebed
Cunnprbetesl

Crmprke il

L1

Sl woin
Z0Lo 17 I0LT 1E
Salus

Lompelsd Lompleles
Compieted Compleed
Compiehed Complete
Cunngieiead Cunpdulal
Cunnpieiiad Cangdlal
3 e
201H-U-14 118

Z0LE 12

Campleled
Completed
Completed
Campdulal

Camgpdital

SUA-UA-1

2019 20

Lompiei e

Comzdetod

Comzelsd

LE ST

Canmpdiliag

JOA-IE-1Y
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Chapter 7 System Setting

7.1 School Setting

The basic school information such as school name, SCRN, school session etc. is recorded in
the System Setting.

1) Mouse over “System Tools” and then click “System Setting.
2) Click “Basic Information” tab.

3) Enter the required information and then click “Save”.

Sysbem Du PRl 8 Systcmn Sciting =
Systern Setting
nat
Schood Mame (Eng) School Mame (Chi
Marme of Administrator Mame of teacher in charge
Phione of Administrator 27200 | Phone of teadher incharge
Emall of Administrator Email of taachar in charga
SCRN Sazsion
Currant Schocd Year 202132 Schaal Lewal Primary Schoc
wnrant KPR Varsion KPFM201S Current ARARD Version AEALC ]
Lurrant SHS Version SHELULS
Cane 2 Sawe

4) School may choose to provide relevant contact information to the EDB. If click “Yes”,
the contact information will be saved at both school and EDB server. If click “No”, the
contact information will be saved at the school server only.

Prompt

You can choice to provide your contact information to the

Education Bureau via the E-platform
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7.2 Upload School Badge

System Administrator can upload the school badge at “System Setting”.
1) Mouse over “System Tools” and then click “System Setting”.

2) Click “Basic Information” tab.

3) Click “Upload” to upload in “School Badge Update” section.

4) Select the school badge image file and click “Open”.

5) System Administrator may click “Reset” to set the badge to the default picture.

E-platform for School Development & Accountability (ESDA)

.‘ ik "REERMEA BEEETER
| 4 E-plofform for School Deeslopment
b ond Accounhabitty (E5DA)

swsbom Crecnicny [ IRETS TR ke

School Badge Upload

@ Lplnad Image af 2410 1K) Fixels nr 500 ata size | RPN Fe Formet|

ra Sysilom Towols

O bystem satting

7.3 School Year Setting

System Administrator should set an appropriate school year as the “Current School Year”.
1) Mouse over “System Tools” and then click “School Year Setting”.

2) Select an appropriate school year as “Current School Year”.

Gambem Cuersos RS R e

School Year Setting Seomar M0 se a0

Schosl Year Name KPR Versian APAS0 Wersisn Current School Year
AT A EFRIAN SFENO AHEAITY @
Al EFRILT AHAL0T al P01
2092 EnkAI0LE APAED-N SHE2LS

Page 32



ESDA v5.1.x Installation and Data Migration Guide

7.4 Advanced System Setting
System Administrator can choose the information to be displayed at the “Online Help”.

1) Mouse over “System Tools” and then click “System Setting”.
2) Click “Advanced System Setting” tab.
3) Select the “Help Display Setting” type.

Exslen
System Setling : fing-0ial
- tem Seth T
Heelja Dby Swtbing: | S Ssleen Budeny
. Show all Support Infommatio
School Year Version
Sherw Systam Adrinisbratar lnformation cely

KPM Version: Show Teacher in charge infarmation orby

ARARD Warsion: Shas Ediscationn Buneiu Suppart nfoimation ooy

SHS Varsion SHSMLE

4) All users can get the related help information from the “Online Help”.

& yztem nformstion 032 hne Fratizn 00T

7.5 System Version Information

System Administrator can check the system version information from “System Setting”.
1) Mouse over “System Tools” and then click “System Setting”.

2) Click the “System Version Information” tab to check the related information.

R LR RN & Siwrr S -
System Setting

T o
Lozal Wersion etalaben T Laizzk vworson Fasied Time
FAD& fSpatean Wi B 12 MDA IENIA WilF AOFRNE-2T0T 2054
Package Vamor wLILLE SLEAT -l PRI WL 2223 T
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7.6 Set up e-Certificate

In order to set up ESDA v5.0.x to run on port 443, a valid e-Certificate is required. Schools
can purchase a valid e-Certificate from a recognised Certification Authority (CA) or create
a self-signed certificate:

A) Using an e-Certificate that purchase from a Certification Authority
1) Make sure the purchased e-Certificate is in PKCS#12 format (the extension is
“.p12”). If the e-Certificate is not in PKCS#12 format, please use other tools to
convert the e-Cert to the PKCS#12 format first, for example using openssl to convert
the e-Cert to “.crt” file to “.pl2” file.  Please refer to the website
https://www.openssl.org/ for download and use openssl.

Notes:
If schools use openssl version 3.0.x or above to convert the e-Certificate from ".crt"
format to ".p12" format, schools should add the options -legacy and -provider-path
"path of legacy.dll installed by openss|" into the command to prevent errors from
the convention of ".keystore" file in following steps. (e.g. openssl pkcs12 -export -
out cert.p12 -inkey key.key -in cert.crt -certfile cacert.crt -legacy -provider-path
"C:\Program Files\OpenSSL-Win64\bin")

2) Use a System Administrator account to login to the server where the ESDA v5.0.x is
installed.

3) Copy the e-Certificate in PKCS#12 format (e.g. “cert.p12”) to the server (e.g.
C:\temp\cert.p12).

4) Open “Windows Command Prompt” and enter the following command to convert
the e-Certificate in PKCS#12 format into “keystore*

"%JAVA_HOME%\bin\keytool" -importkeystore -srckeystore
C:\temp\cert.p12 -srcstoretype PKCS12 -destkeystore C:\temp\.keystore -
deststoretype JKS

5) Enter a new password for the “.keystore” file, the password should be the same as
the password for the e-Certificate in PKCS#12 format.

word
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6) Enter the password for the e-Ce

A HOME

rtificate in PKCS#12 format.

tean' ke

7) Please copy the certificate “.keystore” in the above path (e.g. C:\temp\.keystore) to
the installation path “C:\esda_new\apache-tomcat-9.0. xx\conf™.

8) Edit the Apache Tomcat configuration file (e.g.
C:\esda new\Apache Tomcat 9.0\conf\server.xml) with a text editor (e.g. Notepad)
and change the attribute keystorePass from “changeit” to the password entered in

stepS.
T — o e e L e .
l'-ser‘"E' I_"'- 221 1:26 PM XM Document 2 KB
=| tomcat-users 28/4 Open b KR
torncat-usersesd 28,4520 Edit B KB
*| web . _

= Scan for Viruses,..

<Connector
protocol="org.apache.coyote.httpll . HttpllNioProtoocol”
port="443" maxThreads="200"
scheme="https" secure="trune" 5SLEpabled="trp="

kevstoreFile="conf/.keystore" keysta:ePass=“changeiﬂ“

clientAuth="false" sslProtocol™TTLo LhibncoaingeoIr-onfi>

Notes:
If you need to re-establish the e-Certificate in PKCS#12 format to “ keystore” file,
please first delete the certificate “.keystore” in the path of step 7 and start over with
step 4.

9) Open “Windows” and select “Windows Administrative Tools”, then click “Services”.
T

l Windows Accessories

l Windows Administrative Tools

q Services

System Configuration

Page 35



ESDA v5.1.x Installation and Data Migration Guide

10) Select “Apache Tomcat 9.0 ESDA” and then click “Restart”.

Ssrveis
file  Action  View Hzlp
dm = | T i Erml »®umn
Saniiven {Lucall e —

Apacke Tomecat 90 ESDATomcat Fams Dancriplion  Stabu Startup Type Log On A
S Actived installer [Sodnstoy) Prawses Us.. [EELTTH] Local Syste.,
;-_-l-‘::.":n-'q._ .:_ Alkoyn Bonser Service Routes &, Klanusl [Trg.. ncal Sensice

=)

Tk Apacher.2 Tund £ Funning  Aulumtic Loscal Syatie.
Descrgton: Lk App Fezdines Stup Wanual Local Syste.
;u:-.“~1n.-.clt'a;,;_f';" Lk Appheation sentity Pasee Manual {Trg..  Local Sanvce
ZA Applcation rformation Re kanusl (Trg.,.  Local Syste,
T Applcatinn |ayer Gabes B Wanusl nral Service
b Applcation Meragoran Klanual Loval Syule.
ik Appd Degloyment Servace Al Terden » Manual Local Syste.
At Tene Zone Updater Hedresh Dizabied Local Servace
Kanuel (Trge,. Lol Senece
Fropueris Furning  Aiinmasic nral fyrie.,
Help K utal Syt
b Background Tasks IR oo oo ovomee o Fumning  Aulnmatic Local Syste.
Ik Ease fikenng tngine IheBzse Fi.. Funning  Automatic Local Sepace
ZL Bluekooth Audin Getewsy Senice Capce sup., Kanuel {Trge..  Local Senece

B) Creating a self-signed e-Certificate
1) Login as a System Administrator to the server where the ESDA v5.0.x system is
installed.

2) Enter the following command at “Windows Command Prompt™:
“%JAVA_HOME%\bin\keytool” -genkey -alias tomcat -keyalg RSA -ext san=dns:<
domain name>"

(e.g. “%JAVA _HOME%\bin\keytool” -genkey -alias tomcat -keyalg RSA -ext
san=dns:esda.schoola.edu )

Enter a password, e.g. “password”

rjidi 8283 Lowin- S hici ke ocl -genkesy -alen tomest -keyaly R34

3)
| Enter the password for the steps above:
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Enter the domain name, e.g. esda.schoola.edu

Enter the organizational unit, e.g. esda

Enter the organization, e.g. Testing Primary School A
Enter the city, e.g. Hong Kong

Enter the state, e.g. China

Enter the country code (two-letter), e.g. CN

5)

Enter the password for the steps above, e.g. “password”

6)
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The certificate is generated in the above path (e.g.
C:\Users\Administrator)

7) Copy “.keystore” from the above path (e.g. C:\Users\Administrator\.keystore) to the
installation path “C:\esda_new\apache-tomcat-9.0.xx\conf”.

5 cont

b Quick acciss

keyrbone 20 i TORE Fil= 1 KD
Il Cesitop
= wnani 1 2 KR
J Uosnloads
cataira.palicy ard 0 1 KB
Documerts catalira,properties | PROPERT] i K
=] Phctures =] contest AM FE
Fepor! s | jaspic-providers 33202 29 40 kL Dopumeant 2 KD
jas it -prwiders sl 1 KF
C3 This PC
cgging. propeties | 3 KE
¥ Menwork *] tomcat-users 1 - 3 KB
bt Laer sne 1 KE
=| welb 3 25 4 kL Dooument L

Catalmag 121 173

8) Edit Apache Tomcat configuration by using a word processor (e.g. Notepad) (e.g.
“C:\esda_new\Apache_Tomcat_9.0\confi\server.xml”). Change the attribute
“keystorePass” from ““changeit” to the password entered in step 5 (e.g. password).

<Connector

rotocol="org.apache.coyote.httpll .HttpliNioProtocol"”
port="443" maxThread=s="200"

scheme="https" secure="troe" 5S5LEpabled="trgen

keyvstoreFile="conf/.keystore" keystﬂrePass=“changeiﬂ“
clientAuth="false" ss3lProtocol=rTLo LoiCncooingeroIr-oni>

| Note: |
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To re-establish a self-signed e-Certificate, please delete the e-Certificate,
“ keystore” generated in the path of step 6 and then restart from step 2.

9) Open “Windows” and select “Windows Administrative Tools”, and click “Services”.
T

l Windows Accessories

- Windows Administrative Tools

q, Services

System Configuration

S €8 Mm%

10) Choose “Apache Tomcat 9.0 ESDA”, then click “Restart”.

Saiviin

file  Achon  View Help

= = |0 ] Bl mnmw
Swrvices {Lucall Bences el
Apacke Tomecat 90 ESDATom<at Bams Descriplion Stebus Startup Typs Lug OnAs
; Sk Actree sty ller [RdnstSov) Proysas Us., (e LT Local Syste,
s _":5'-""’-" 0 Alloyn Rouser Service Routes &llc., Wanusl Tig...  Local Senice
i dit I L e R -
- Lonral Syvtr...
b Apacher 2. Tand o Funning  Aulomatic Local Syale..
Descrpben; £ Rpp Raadiness Stap Mianual Local Syste..
Fpacks Tomoat TU04T Serer L . .
ttos o st apache oo Zhapphcation ettty Paase tanuzl {Trg...  Local Senace
A Applcation rformation Re Kanusl (Trge,.  Local Sy,
ik Applcatinn | eyer Gabesw, Restart Klanusl | nral Senice
Z Appbeaiion Maragirsnt anual Lutal Syste..
Ik Apps Degloyment Servace Al Ternken » Wanual Local Syste...
.-.n_c Teme Zone Lpditer Hebresh Disanied Local Seryce
ShENCTP manics Kanusl (Trg...  Locsl Gensce
Gk ArurehtteriSanice Propurties Furning  Mirnmatic Lncal Syste..
7 Backopound Intuligent T e Banual Lucal Syute..
ek Background Tasks Infrastie - .. ... ... Fumfing Adlomatic Local Syste..
&k Base hikenng knging Ihe Bz Fi. Bunning  Awdomatic Local banmce
Zh Dluetooch Audio Gatewary Sendce Candce sup., boanual [Trge,.  Local Sepece

Note:
As the self-signed e-Certificate is not signed by a recognised CA, the website will be
marked as “Not Secure” by the browser when users enter ESDA website (for example,
the following screen will appear when using Google Chrome). Users must click “Proceed
to” to access the website or refer to Appendix 2 to set up the self-signed e-Certificate at
the client side.
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hipscsdaschoclacdu

Your connection is not private

Attackers might be trying 1o steal wour mfommation foom edda,e hoolasedu [For esample,

Rack 5o salesy

This s=mer could net prove that it = esda.schoolacedy; ils seounity cerlificabs doss not
spocify syt Albematnee Rames, This may be caused By a msoansgurahon or 2

acker interCepling wour Corredtior

|- el I b fendi i (uimale |

Please consider purchasing a valid e-Certificate from a recognised Certification Authority
(“CA”) (e.g. Hongkong Post) to improve the security.
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Appendix 1 Setup ESDA to Use Other Port

The ESDA system uses the “Port 443” by default. If the server has used the “Port
443> for other purposes, System Administrator can follow the steps below to set ESDA to
use another port.

1) Follow the steps in Chapter 2 to install ESDA.
2) Edit Apache Tomcat configuration file (e.g.
C:\esda_new\Apache_Tomcat_9.0\conf\server.xml), change the “Port 443 to other

port (e.g. 8443).

gConnectar port="80" protocol="HTTP/1.1"
connectionTigegui="20000"
redirectPort =

<Connector
protocol="org.apache.ocoyote.httpll . HttplilNioProtoocol”
p:nrtrr.axI".’.:’ea:is="EDD"
acheme= p2" secure="trune" S5LEnabled="trne"
kevatoreFile="conf/.keystore" kevstorePass="changeit"

clienthAuth="false" =31PFrotocol="TLS" URIEncoding="UTF-8"/>

3) Restart Apache Tomcat server

4)

" Services (Local)

-

Stop the service

. i) Alloyn R i
Festart the service oyn Bouter Senvice

Routes &lllo..,

Apache Tomcat 9.0 ESDA MName Description Status Startup Type Log &
-L;';Achve‘-i Installer (AxinstsY) Provides Us... Disabled

Loc

pache Tomcat 9.0 ESDA Apache To..  Running
&b Apachel 2-Fend Apache/2.2... Rumning A Start
Description: Gk App Readiness Gets apps re... Mi G
Apache Tomncat 9.0.62 Server - : PP - § i F
y . &k Apphication [dentity Determines ... M e
https://tomcat.apache.org/ ; ) ) _ ause
£k Apphication Information Facilitatest... Running M Resur
" (ESLIME
&5 Application Layer Gateway ... Provides su... M ——
Lk Application Management Processes in... Mi
-:';Appi'i Deployment Service (.. Provides inf... Mi All Tasks
&4 At Tiema Fong |indater Avdermatica i,

Follow the steps in Section 3.1 to test the system with the new port. (e.g.
https://127.0.0.1:8443/school).
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Appendix 2 Setup Self-signed e-Certificate at Client Side

1) When accessing the website by Google Chrome, the website will be marked as “Not
secure” by the browser. Click “Not secure”.

&« C fA Not secure ||https;//esda.schoola.edu

2) Click “Certificate is not valid”.
A Notsecure h#ps//esda.schoola.edu

esda.schoola.edu

2 Certificate is not valid
@ Cookies

2 Site settings

3) Ensure that the “Issued to” in the Certificate has the same domain name as the actual
domain name. If the domain names are different, please refer to Section 2.3 to create a

new Certificate.

I Cartrcate w, I

GCoreral Coimiz Cerficatz- Path

rm Trrtifonts Tebnmabie

Thie CA Root certficate & aot trusted. To snable bnst,
wstall s oestificate ie the Tristed Root Certficston
Apthontes sore.

Tasued by sesn.necsaed

vald from 22752022 28R
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4) Click “Details” tab. Ensure the “Subject Alternative Name” in the Certificate has the
same domain name as the actual domain name. If the domain names are different,
please refer to Section 2.3 to create a new Certificate.

kips//esda.schoola.edu

an Certificate d |

General Detals  Certification Path

Show: | <All> ~
Field Value &
BSubject esda,schoola.edu, esda, scho...

[=]Public key RSA (2048 Bits)
BPuinc key parameters 0500
Subject Alternative Name DNS Namef=esda. schoola. edu
{5 subject Key Identifier 29 ce 69 16 19 91 45 7b 88 73...
DThumbprint algorithm shal
DThumbprint 8279a5eafoee4c8belss... E
]
\

5) Click “Copy to File”.

@ Certificate *
General Details  Certification Path
Show: |<all> ~
Field Value &
DSubject esda.schoola.edu, esda, scho...
=] Public key RSA (2048 Bits)
DPuinc key parameters 0500
@Subject Alternative Name DNS MName=esda,schoola.edu
@Subject Key Identifier 29ce 69 16 199145 7b B3 73...
DThumbprint algorithm shal
DThumbprint B279a5eafoecdcdbelds ...
v
Edit Properties. .. Copy toFile...

6) Click “Next”.
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ta Expeort ‘Wiz

Walcoma to the Certificate Export Wizrd

= abracd bl s nory serEPraes, nePionie b B and rerPiovis smesiae
Fa frow woablbesdze2 s pan i

foomrtFoave, whi I ed by o sarFeacion srheriy, B oonferal
vl oo el vt el W oot data e 12 estable seies el
rTECIon. A mriraR fraw b e mren anea chere oaifrans e ksl

e sy

Tz rewvdna e, el ket

7) Click “Next”.

€ £# Certificate Export Wizard

Expaort File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

(®) DER encoded binary ¥, 509 (,CER)

(C) Base-649 encoded X, 509 (,CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P78)

Incude all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 (,PFX)

Incude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store ((55T)

Cancel
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8) Click “Browse”, and save the Certificate to a specified path (e.g. C:\), and then click

“Next”.
kY
- k5 CortFicaer Fapnn Worand

Flis B2 Export
Speafy the name of the fle you want o espart
Az name:

“BwEe. |
et Cancel
9) Click “Finish”.
X
F

¥ Lartheabe Dport ‘Wezand

Completing the Certificate Export Wizard

Toal mave gcteschully compebed the Cerdfoate Esport wioang,

ol s Speciied T Reloeang setiega:

Mepone  Ciecheisoe
Tapart sy 0

Dreciucks o cariicaies in e carfiloyion cath Mo
Fle Forrat DER, Encoded Breany X 503 [".oar)

|
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10) Go to “Settings” of Google Chrome.
n ) O B mocgren

11) Click “Privacy and security”, and then click “Security”.

@& Seftings 1, Seorch satings

. B vour brosscr s managed by your arganizzbion

A ¥ouand Gaogle

Eafety chook
Buiarill

ﬂ Tamemm ran hele kasp yroo mafe froes deea hesschee, had sedasslnne, and mons m
' Privecy und swcurily

Apgairano

L

Frivacy and security

O, Scarch englee

& mar hroraedng dala
' ) TSIy, COOARE CEUTIE, ETF
B Default browser

Ton<ien amd niter pie deta

i Onstartup & hird gty eock

¢ ere b ocied i% meoqnits mode

Earle Enows ng proiccdon from dargerous sbes] and offer sooority soTiings

* = 5 —r Sl SEtinge
Exlensuna [ 3 B
il s whert Infarmation shes can Wz and show Jocation, camesa. LoD Jps. and monel

& About Chieme

ey sl
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12) Click “Manage certificates”.

iis setting is disabled on managed browsers

Manage security keys
|

Razet sac ity keys wnd creata PIMs
Manage certificates ) E
Manage HTTPS/SSL certificates and settings
Google Advanced Protection Program A
Saleguards the personal Google Accounts of anyone at risk of tangeted attacks

13) Click “Trusted Root Certification Authorities” tab, and then click “Import”.

ICertificates X

Intended purpose: <all= ~

Intermediate Certification Authorities ITI'US‘JEEI Root Certification Autharities | Trusted Publ 4 |

Issued To Issued By Expiratio...  Friendly Mame 2

510,15, 146, 168 10.15.146, 168 24/3/2022  <Nonex
_RJAAA Certificate Ser... AAA Certificate Services  1/1/2029 Sectigo (AAA)
_p,J.-'-\ctaIis Authenticati... Actalis Authentication... 22/9/2030  Actalis Authentic...

CqlAddTrust External ... AddTrustExternal CA...  30/5/2020  Sectigo (AddTrust)
=slBaltimaore CyberTru... Baltmore CyberTrust... 13/5/2025  DigiCert Baltimor. ..
_RJBuy'pass Class 3Ro... Buypass Class 3Root... 26/10/2040 Buypass Class3...
_ﬂJCerb_lm CA Certum CA 11/6/2027  Certum

[EglCertum Trusted Ne...  Certum Trusted Netw...  31/12/2028  Certum Trusted ...
_EJCIass 3 Public Prima... Class 3 Public Primary ... 2/8/2025 Verisign Class 3... ¥

Impo Export... Remove Advanced

Certificate intended purposes

Close
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14) Click “Next”.

o Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system ares where certificates are kept.

To continue, dick Mext.

Cancel

15) Click “Browse”. Select the certificate exported in step 8 and then click “Next”.
X

& L# Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

| Chschoola.cer I Browse. .. |

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS %12 ((PF¥,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)

Microsoft Serialized Certificate Store {.55T)

Mext Cancel
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16) Click “Next”, and then click “Complete”.

€ 1# Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
| Trusted Root Certification Authorities Browse. ..

Cancel

17) If the following Security Warning appears, click “Yes”.

You are about to install a certificate from a certification autherity (CA)
! claiming to represent:

esda.schoola.edu

Windows cannot validate that the certificate is actually from
"esda.schoola.edu”. You should confirm its origin by contacting
"esda.schoola.edu”, The following number will assist you in this
process:

Thumbprint (shal): 8279A5EA FEEE4CER E1444977 AGTIFT24 BCT356FA

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want te install this certificate?
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18) Restart the Google Chrome and access the website again. The browser will show that
the connection is secure.

# esda.schoola.edu
esda.schoola.edu
@ Connection is secure

@ Cookies

£ Site settings
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Appendix 3 Verify ESDA’s port availability

If ESDA cannot be accessed after installation, System Administrator may follow the

steps below to verify whether the port used (e.g. default port 443) by ESDA v5.0.x is
available.

1) In a computer that can connect to ESDA v5.0.x, run the “Windows PowerShell” as an
Administrator.

l Windows Administrative |

Run as Administrator

l Windows Ease of Access

& Run ISE as Administrator
l Windows PowerShell
Windows PowerShell ISE
Windows PowerShell
Windows PowerShel| (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)

Windows Security

Windows System

p e mEe a8k

2) Execute the following command “Test-NetConnection [ESDA v5.0.x server IP address]
-port [port]” (e.g. Test-NetConnection 10.15.7.91 -port 443) in “Windows PowerShell”.

est-NetConnection i NEETRETEETTTol alF- F K]

omputerMame : 10.15.7.91
Remotedddress : 10.15.7.91
443
1 : Ethernet0
Sourcefddress : 192.168.188.133
PingSucceeded 3

PingReplyDetails
cpTestSucceeded

PS5 C:h\Windowshsy

3) Ensure “TcpTestSucceeded” is “True”.

4) 1If “TcpTestSucceeded” is “False”, please check again whether the port used by ESDA
v5.0.x is available or blocked by firewall, such as Windows Firewall, Antivirus
software’s firewall or other firewall software installed in the server.
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Appendix 4 Solution for the failure to connect SQL server

If ESDA cannot be accessed after installation or updating, System Administrator may
follow the steps below to check ESDA v5.0.x.

School Lagin Platform

A. After the first installation of ESDA, the message ""unable to connect to the
database™ appears.

Did the school use the correct system installation tool?

Full Installation Package (For Windows Server 2016 version or above / Windows 10
version or above)

If an incorrect version is installed, ESDA may fail to connect to the database. Please
delete the ESDA version 5.0.x and reinstall ESDA by using the correct installation
package.

B. After updating the ESDA system, the message "‘unable to connect to the database™
appears.

Method 1:
1) Login to the ESDA server.

2) In the File Explorer, open the path "C:\esda_new" and look for a file named
“PPU_RestartTomcatService.bat”. Run this file.
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T » HEE s Windows (C) » esda_new

s

1k
it}

Apache_Tomecat_9.0
edb-schoal-logs
Cpenlogic_Openjdk_8u262

o checklifReg.bat 1 KB

| checklfReg.bt 1 KB

| init_edb.log 4 KB
I -| PPU_RestartTomcatService bat KB I

| unins000.dat

|—|_=, unins000.exe

Note:

B If the system displays "The system cannot find the specified path” during
execution, it means that the default "Apache Tomcat 9.0 ESDA" path cannot
be found on the ESDA server to restart the service. Please proceed to
Method 2.

avesh Systern3 dhomd, ee C -

—— —

B If the execution file cannot be found, please proceed to Method 2.

3) Wait for about 1 minute, then browse the ESDA system again (e.g.,
https://localhost/school).

Method 2:
1) Login to the ESDA server.

2) Select "Apache Tomcat 9.0 ESDA" and click "Stop Service".

| Bmm e mw 2w {}
i | i Bl r®muun

el ENam [ Ti=E]
Apache Tomeat 9.0 FR0a kit AL ol e
* =n
BLEeE Ard BT =8
kAl ri ol N -
SEATTES 5 =i
Ay Desk Sordce Ay HET =i
CETH LAsache Tame t 0.0 EdbTarzat i 5]
Apnche Tormeat 91165 Server - I-"‘H == 1 =
Fetpsfitomeat.apache.angs -
Apache Tamcat 8.0 ESDATomest Apa_. @ Local Ser..
ShApache2.2-Terd bpa., MITF =@ Local Sys..
Shapp Readive = =n Local Sy=.
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3) Inthe File Explorer, open the path "C:\esda_new\apache-tomcat-9.0\webapps".
Delete the folders “esda-school” and “school”.

» T » Windows(C) » esds_new » Apachs Tomest 90 » w=bapps

ES

=] = S EE 3B +
s ~BT doea 03301 L= 1104 =
B eargles oA e
comwer ket manage ap2aAaM _FE 1104
driver manager IIMAAT = 1104
ROOT AA2IHAAN I 1104

=altn

_| =sds-schoolwar 20221012 F 5 0406 40 KB
R _| schaalwar 20221012 T2 0406 4865 K3

4) Go to "Services", select "Apache Tomcat 9.0 ESDA", and click "Start Service".

Wi
WEER @ wAM -‘E‘Jil:f.-ii{L
| Az Her »monow

& ST o EMEm

Apathe Tomeal 9.0 ESDA &5 : RS Fe PMED EAes

o b Activest Installer (Asdressv) s Fil Lecal Tys

EEEEkE = . - = -
i Aidate Arrotat Upclata Sanics Aezin BiTE = ] Lescal Sy
.'.;i_-"lll-':'rn Raouter Serdoe o =8 g Local Sa

H1 .'.?_.ﬁr'.-[:c:k Samngce Ay, BRITE= =k Local Sy,

Apache Tomeat 8.0.55 Server - £l Apache Tomeat 30 EdbTomcat Lacal Sar._

lE et A e E"’Fu.:hz Tomcat 20 ESDA Ape.. =1 Local Sys.
s Apache Tormcat 90 ESDATorncat B Local Tos
i Apache? 2-Tand Agia 7o =[] Lewcal Sy
2 App Readiness W == Lacal Sy
Zh Anrlicstine Hras Halree Sanise =0 = =Bt | sl e

5) Wait for about 1 minute, then browse the ESDA system again (e.g.,
https://localhost/school).

Note:
If the above methods cannot help solve the problem, please contact the
Indicators Section of the EDB.
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Appendix 5 Enable Port 443 on Windows

If ESDA cannot be accessed via the school intranet, please enable Port 443 on Windows.

To enable Port 80, 443, you need to add these to the Windows Firewall.

1) Go to Firewall Control Panel by selecting “Start” > “Run”, and type “firewall.cpl”

“Advanced Settings” on the left side.
Help protect your PC with Windows Defender Firewall

Control Panel Home

Allow an app or feature

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC
through the Internet or a network.

through Windows Defender

Firewall

G Change netification settings
G Turn Windows Defender

Firewall on or off

&) Restore defaults

IG Advanced settings I

l o Private networks

l o Guest or public networks

Metworks in public places such as airports or coffee shops

Windows Defender Firewall state:

Troublesheot my network

Incoming cennections:

Active public networks:

Motification state:

2) Click on “Inbound Rules” showing on left side.

w

File Actise  View Help

| =

& Connechon Secungy Bues
B, kiondonng

Mairie

I8 Fieefon [CruProgram Files\Moila Fineos)
& Firox [ Program Flesbiemils Finefox)
& Mcpmoft Ly

B Micresolh Lyne

& Wicrooft Lync Uchdap

& Mcrosoft Lyne Uchdap

) Wicperaht D e Outlesk

1) Spark

[ Spark

B BV e Destloplpp nstalle 10220
8 EM it lleaaging 3.43 370000 x64..
& Sttt MicrosoHl Mok 17851

B{Microsoll. labispiepim..
D{Microsoh. Memaging 4.,
B M rasott, Moot

Frofide
Provaic
Provwie
Pkl
Posktle:

Pakols:

Pralslsc
Pl

Prbels:

Bublic
Dami
Al

Domm

Not connected ()

Connected

On

Block all connections to apps that are not on the list
of allowed apps

= Metwork 4

Notify me when Windows Defender Firewall blocks a
new app

T Files by Prafile

T Filii By Site

T it by Gronp
Whew

i Eedresh
Ewport Lis..,

0 e

3) Under the “Action”, click on “New Rule” on the right-side panel.

4) A new window pop-up, please choose “Port” and click the “Next” button.

- v w v
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5) Select “TCP” and “Specific local ports” and fill in  “80, 443" and click “Next”.

& New Inbound Rule Wizard >
Protocol and Ports
Specify the protocols and ports to which this nule applies.
Siteps:
@ Rule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports @® 1ICP
@ Action () UDP
@ Profile
@ Name Dioes this rule apply to all local ports or specfic local ports?
All local =
(@ Specific local ports: |443|
Example: 80, 443, 5000-5010
< Back Cancel
13 : En) : 13 )

6) Select “Allow the connection” and click “Next”.

¥ New Inbound Rule Wizard x

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

@ Rule Type What action should be taken when a connection matches the specified conditions?

& Protocol and Ports

. I@ Allow the connection !
L G is includes connections that are protected with IPsec as well as those are not.
@ Profile
N () Allow the connection if it is secure
« fame This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.
(") Block the connection
< Back Cancel
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7) Select the “Domain” and “Private” options and click “Next”.
| &P
Profile

| Specify the profiles for which this rule applies.

Steps:
@ Rule Type ‘When does this rule apply? [
& Protocol and Ports
@ Action Domain
& Profile Applies when a computer is connected to its corporate domain.
& MName Private

Applies when a computer is connected to a private network location, such as a home

or work place.

[] Public

Applies when a computer is connected to a public network location.

< Back Next = Cancel

8) Fill in “ESDA” and click “Finish”.

i Mew Inbound Rule Wieard X

Hama

Spaciy the rame and desconphon of thes ruls

Shegm

ESDA

Descapbon (pptional)

T

- End -
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